
1 
 

Risk Management – PT J.P.Morgan Sekuritas 
Indonesia 

Procedure 

 
Risk Management Function 
Current Effective Date:  28 Mei 2018  

 

 

TABLE OF CONTENTS 

1. Document Information .............................................................................................................. 3 

2. Change Control ........................................................................................................................ 3 

3. Definition .................................................................................................................................. 4 

4. Summary ................................................................................................................................. 4 

5. Scope ...................................................................................................................................... 4 

6. Risk Management Framework and Culture ............................................................................... 4 

6.1. Framework ........................................................................................................................ 4 

6.2. Culture .............................................................................................................................. 4 

7. Roles and Responsibilities ........................................................................................................ 4 

8. Broker and Client Trading Limit ................................................................................................ 5 

8.1. Broker Trading Limit .......................................................................................................... 5 

8.2. Client Trading Limit ............................................................................................................ 6 

9. Trade Monitoring and Surveillance ........................................................................................... 7 

9.1. Smarts Broker/SB .............................................................................................................. 7 

9.2. Automated Ordering (Algorithm) and Direct Market Access (DMA) Monitoring .................... 8 

9.3. Settlement Risk Mitigation ................................................................................................. 9 

10. Reporting ............................................................................................................................... 10 

10.1. Updates for Operating Committee Meeting (OCM) and BOD/BOC Meeting .................... 10 

10.2. Semi-annual Risk Profile Report for Integrated Risk Management and BOD/BOC Meeting13 

11. Maker – Checker .................................................................................................................... 14 

12. Escalation Matrix .................................................................................................................... 14 

13. Forms and Templates ............................................................................................................ 15 

14. Systems and Shared Drives used ........................................................................................... 15 

15. Data Sourcing ........................................................................................................................ 17 

16. Process Flow Charts .............................................................................................................. 18 

16.1. Broker Trading Limit Monitoring ..................................................................................... 18 



2 
 

16.2. Client Trading Limit Set up ............................................................................................. 18 

16.3. Client Trading Limit Monitoring ...................................................................................... 19 

16.4. Trade Monitoring via Smarts Broker ............................................................................... 19 

16.5. Key Risk Indicator Report .............................................................................................. 20 

16.6. Semi-annual Risk Profile Report .................................................................................... 20 

17. Service Level Agreement ....................................................................................................... 20 

18. Defined Terms ....................................................................................................................... 20 

19. Training Methods ................................................................................................................... 21 

20. Referenced Policies, Relevant Circulars and Other Procedures .............................................. 21 

21. Record Retention ................................................................................................................... 22 

22. Access Control and Privacy Protection ................................................................................... 22 

23. Appendix I – Member Interface Application ............................................................................. 23 

24. Appendix II – Client Trading Limit Report ................................................................................ 24 

25. Appendix III – Smarts Broker (SB) .......................................................................................... 26 

26. Appendix IV – Indonesia Equities Benchmark Algo Controls ................................................... 54 

27. Appendix V – Quarterly KRI Report, Email Request and Approval .......................................... 55 

28. Appendix VI – Semi-annual Risk Profile Report and Email Approval ....................................... 60 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



3 
 

1. Document Information 

Primary Procedure Owner  Retno Wulandari 

Secondary Procedure Owner  N/A 

Review Cycle  Annually or if any regulation and/or policies changes 

Last Review Date  16 April 2018 

Effective Date  28 May 2018  

 

2. Change Control 

No Date Revised by 
Approved 

by 
Comments 

1 
1-Oct-14 
2-Dec-14 

Retno 
Wulandari 

BOD V1.0 Document written and Signed off 

2 
18-Sep-15 
22-Sep-15 

Retno 
Wulandari 

BOD 

V2.0  
- 1.2. Legal Basis and Internal Policies – additional 

of Regulation concerning Integrated Risk 
Management. 

- 2 Glossary – some new terms. 
- 3.1. R&R – amendment on Trade Monitoring & 

Surveillance and Reporting. 
- 3.2. Organization Structure – new organization 

structure. 
- 4.2.2. Client Trading Limit Check and Review – 

new procedure. 
- 5 No. 6 KYC Procedure – new contact for 

escalation. 
- 6 – Reporting – some amendments and new 

procedure of Semi Annual Risk Profiles Report. 
- Appendix C List of Document for Client On-

Boarding. 
- Appendix E List of Counterparties/Escalation – 

new contact for escalation. 
- Replacement of Appendix F List of Facilities (no 

longer applied) with KYC Policy. 
- Some editorial changes. 

3 
22-Apr-16 
17-May-16 

Retno 
Wulandari 

BOD 

V3.0 
- 3.2. Organization Structure – updated. 
- 2 Glossary – some new terms. 
- 4.4. Automated Ordering (Algorithm) and DMA 

Monitoring. 

4 
24-May-16 
 

Retno 
Wulandari 

Director 
V3.1 

- Legal Basis and Internal Policies  

5 
Feb-2017 
17-Apr-17 

Retno 
Wulandari 

BOD 
V4.0 

- New template 
- Some changes on each section  

6 16-Apr-18 
Retno 
Wulandari 

BOD 

V5.0 
New requirements as stipulated in OJK Rule No. 
57/POJK.04/2017  
 

7 28-May-18 
Retno 
Wulandari 

Compliance V.5.1. Process Flows 

 



4 
 

3. Definition 

The Risk Management (RM) function is the function required by Indonesia Financial Services 
Authority (Otoritas Jasa Keuangan/OJK) as stipulated in the regulation No. V.D.3 concerning the 
Internal Control of a Securities Company Conducting Business as Broker-Dealer. 

4. Summary 

This Procedures document is the primary reference on matters concerning the entire operational of 
Risk Management (RM) function within PT J.P.Morgan Sekuritas Indonesia (JPMSI) 

5. Scope 

Lines of Business  Asia CIB Risk Management 

Sub-Lines of Business  N/A 

Function(s)  N/A 

Locations  Indonesia 

Legal Entities  PT J.P.Morgan Sekuritas Indonesia 

 

6. Risk Management Framework and Culture 

6.1. Framework  

 Refer to the Global Legal Entity Risk Framework. 

6.2. Culture 

The risk management framework is developed to create a culture of risk transparency 
and awareness, and personal responsibility throughout the Firm where collaboration, 
discussion, escalation and sharing of information are encouraged through  

� Acceptance of responsibility by all individuals within the Firm 
� Ownership of risk management within each function 

7. Roles and Responsibilities 

1. Broker and Client Trading Limit  
 
Risk Management Officer shall monitor JPMSI’s trading limit on a daily basis, liaise with 
Settlement and Finance LOB on any requirement of trading limit changes, set trading limit 
for new client and perform monitoring of the trading limit on a daily basis. 
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2. Trade Monitoring and Surveillance  

Risk Management Officer shall perform verification of orders and/or instructions from 
clients and ensure that below requirements have been fulfilled before the clients can start 
trading through JPMSI: 

(a) Client’s trading limit has been set up and applied. 
(b) Client’s account has been opened and approved by Sales function. 
(c) Client has provided a written statement which confirm that: 

i. Client agrees to guarantee the availability of funds and/or stock for settlement 
before placing buy or sell order. 

ii. In any case whereby client fails to provide funds and/or stock, client agrees to 
absorb and refund all losses. 

 
Risk Management Officer shall review the analysis of trade alerts performed by regional 
Monitoring and Surveillance team, which alerts generated by Smarts Broker application 
on T+1, and escalate any potential market manipulative transactions to Compliance LOB. 
As part of trade monitoring roles, Risk Management Officer shall also monitor potential 
fail settlement including potential borrowing of shares, advise potential risk on the fail 
settlement and the borrowing, ensure mitigation process is conducted as per Standard 
Operating Procedure, and escalate any issue to Board of Directors of JPMSI. 
 

3. Reporting 
 
Risk Management Officer shall provide updates on the implementation of the risk 
management to Board of Directors regularly, through Operating Committee Meeting 
(OCM). The meeting will be chaired by President Director, which members consist of 
Directors and/or supporting functions managers. 
 
Risk Management Officer prepares two types of reports periodically: 
(a) Quarterly Key Risk Indicator (KRI) Report and other updates for Operating 

Committee Meeting (OCM) and BOD/BOC meeting 
(b) Semi-annual Risk Profile Report for Integrated Risk Management (financial 

conglomerate) and BOD/BOC meeting 
 

Risk Management Officer is also responsible to escalate any issue to Directors during 
daily monitoring process or monthly KRI process, which will impact business materially. 

 

4. Provide risk updates to Independent Commissioner. 

5. Other roles and responsibilities as defined in the Global Legal Entity Risk Framework. 

8. Broker and Client Trading Limit  

8.1. Broker Trading Limit  

Step# Details of Action Responsible 
Party 

1 
Monitor trading limit balance through Member Interface (MI) application 
(Risk Management Report>Trading Limit) during trading hour 

RM Officer 

2 

Escalate any (potential) trading limit decrease and propose for additional 
collateral by email to Finance, Settlement, and Sales LOB 
RM Officer should aware of some causes of trading limit decrease among 
others are: 

- High trading volume of high risk stocks or stocks with high haircut 
- Borrow stock from KPEI for trade settlement  
- Reduction of collateral amount that is pledged to KPEI 

RM Officer 
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In contrary, RM will propose for collateral withdrawal if trading limit amount 
is higher than daily average amount, by email to Finance, Settlement, and 
Sales LOB 

3 Calculate and obtain approval for collateral deposit or withdrawal  
Finance/ 
Settlement 

4 Process the collateral changes and report it to KPEI Settlement 
5 KPEI will reflect the collateral change in Member Interface KPEI 

 
Samples of MI application are provided in Appendix I 
 

8.2. Client Trading Limit  

Step# Details of Action Responsible 
Party 

1 Request for trading limit set up for new client Sales 

2 

Determine if the new client eligible for the Asia Risk Guidelines and 
Procedures, and Exempt Trading Policy 
If yes – input the applicable trading limit in Customer Account Acceptance 
Form (CAAF) and liaise with Credit Risk Management team for trading 
limit set up 
(Credit Risk Management team for Funds is CIB Credit Risk, for Hedge 
Funds & Asset Managers and Non Funds is CIB Credit Risk Indonesia, for 
International Client is CIB Credit Risk-Financial Institution) 

RM Officer 

3 

If no - Credit Risk Management team will determine trading limit value and 
if the request is rejected, this should be communicated back to Sales  
(Credit Risk Management team for Funds is CIB Credit Risk, for Hedge 
Funds & Asset Managers and Non Funds is CIB Credit Risk Indonesia, for 
JPMSAPL is CIB Credit Risk-Financial Institution) 

RM Officer 

4 

Request Settlement team to update the trading limit for new client in 
NOVA once got confirmation from  Wholesale Client On Boarding (WCOB)  
APAC Equity team that the on-boarding process has been completed 

RM Officer 
Settlement 

5 
Generate client trading limit report on start of day which consist of limit, 
exposures, and available limit NOVA  

6 Check the report to see if there is any trading limit breach  RM Officer 

7 If there is breach limit, check with Sales if permanent or temporary limit 
increase is required  

RM Officer 

8 
Confirm the limit change request by providing business justification. For 
permanent limit increase, it should include client trading history and trade 
value forecasting 

Sales 

9 

Liaise with Credit Risk Management team for the limit increase 
(Credit Risk Management team for Funds is CIB Credit Risk, for Hedge 
Funds & Asset Managers and Non Funds is CIB Credit Risk Indonesia, for 
International Client is CIB Credit Risk-Financial Institution) 

RM Officer 

10 
Once the increase has been approved, request Settlement LOB to update 
the changes in NOVA 

RM Officer 

11 Update the changes in NOVA Settlement  

12 

For temporary trading limit increase, RM shall perform daily monitoring as 
detailed in step no. 6 and ensure the trading limit has been changed back 
to the original amount on settlement date or longer, depends on the  
request from Sales  

RM Officer 
 

   

Samples of client trading limit report is provided in Appendix II  

 



7 
 

9. Trade Monitoring and Surveillance 

9.1. Smarts Broker/SB 

JPMSI utilize SMARTS Broker/SB for trade monitoring.  SB is a cross market surveillance service 
system developed by the NASDAQ QMX SMARTS group, and used by JP Morgan to improve the 
monitoring of securities markets. The tool will provide alerts on the occurrence of unusual 
transactions as per JP Morgan standard which also cover Indonesia capital market requirements, 
such as: 

 -  Wash Sale 

A trade between buyer and seller but there is no changes in the beneficiary ownership of 
the stock. The motives are to create price ups/downs/stable in such a way as the price is 
created through normal transactions, to give impressions that the stock is actively traded 
on exchange or that the Broker is actively trading on exchange. 

 -  Marking the Close 

Placing sell or buy orders at the end of trading hour with low volume which motive is to 
create closing price as expected, could be ups/downs/as the same as previous closing 
price. 

 -  Creating Fake Demand/Supply 

There is 1 or more certain parties placing buy or sell orders with lower price under the 
best price, but if the buy/sell orders are achieving the best price, the orders will be 
cancelled or the quantity or price will be amended several times. Motive is to increase or 
decrease the stock price by giving the impression to market as if there is high demand 
and supply, to influence other investors to buy or sell the stock. 

 -  Front Running 

Exchange Member executes orders in advance based on the information that their client 
will place big order on the stock which may affect the market price. Motive is to gain profit 
or minimize losses. 

 -  Unusual Transaction Volume/Value 

Client places an order which historically is unusual in terms of volume or trade value. This 
information will be useful for Indonesian Financial Transaction Report and Analysis 
Centre (PPATK). 

 

Step# Details of Action Responsible 
Party 

1 Smarts Broker (SB) application generates trade alerts on T+1 Smarts Broker 

2 

Monitoring & Surveillance (M&S) team analyze each trade alert on T+1, 
input the analysis result and close the alert in the application. Once all 
alerts have been analyzed and closed, send email notification to RM 
officer 

M&S team 

3 
If there is any potential true alert, M&S team will investigate it by 
requesting further explanation from Sales Trader, ECS, Middle Office, 
Compliance, or Technology team 

M&S team 

4 

When receive the email notification from M&S team: 
- RM officer log on to SB application 

(https://jpmorgan.smartsbroker.com/cmss/login.jsp)  
- Download alerts by selecting all>copy selection to clipboard>export 

selection and save it in shared folder (H:\RM\Alerts) 
- Export the attachments for further review by selecting the 

attachment sign then click export and save it in shared folder 

RM Officer 
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(H:\RM\Alerts) 
- Review each alert and decide whether the alert indicates potential 

breach of regulations or internal policies, including any potential 
money laundering activities. 

- Save the review result in shared folder (H:\RM\Alerts) 

5 Follow-up money laundering activities with Compliance 
RM Officer 
Compliance 

6 Provide sign-off by replying the email notification from M&S team, if there 
is no further action required or once the investigation has been completed 

RM Officer 

 
Sample of email notification and details of SB application are provided in Appendix III 

 

9.2. Automated Ordering (Algorithm) and Direct Mark et Access (DMA) Monitoring 

Risk Management officer shall monitor Algorithm and DMA activities using monitoring tools (front 
office application and Smarts Broker/SB). 

Other related functions (Sales Trading, Technology, and Compliance) are also involved in the   
implementation in accordance to their respective functions. 

A. Emergency Shutdown/Kill Switches 

Emergency shutdown procedures are designed by JPMorgan to minimize the impact of 
potentially catastrophic trading events by halting or stopping unintended trading activity. 

The related functions within JPMSI will carry out its roles as follows: 

1. RM officer monitors trading activities through front office application. 
2. RM officer will escalate any activity that potentially requires kill switches, to other 

related functions (Sales Trading, Technology, and Compliance). 
3. Based on discussion with all related functions, technology will liaise with regional 

team for further actions as specified in the Emergency Shutdown Standard for 
Electronic Trading document. 
 

B. Algorithm Parameters 

Electronic Trading Business Control Committee (E-Trading BCC) that is a forum consist of 
global Business Owner, Quantitative Research (QR), Technology, Market Risk, Model Group 
Governance (MGG), Legal, and Compliance has identified some controls applies for automated 
ordering activities in Indonesia market, as follows: 

1. Max Spread - restricts the spread that Algorithm may cross.   
Action: Algorithm limits price, but continues to trade, alert fired. 

2. Max from Last - max distance from stock's last   traded price.  
Action: Algorithm limits price, but continues to trade, alert fired. 

3. Max from Open - max distance from stock's Opening Price. 
Action: Algorithm limits price, but continues to trade. Alert fired. 

4. Max from Previous Close - max distance from stock's Previous Close Price, 
applies in Open Auctions only. 
Action: Algorithm limits price, but continues to trade. Alert fired. 

5. Max Child Order Size (Lots) - restricts the size of individual orders released to 
market & alerts the trader when a threshold has been breached. 
Action: Algorithm restricts size to limit. 

6. Max Child Order Frequency - max number of child order amends/cancels that 
Algo may send in 60/300 seconds. 
Action: Algorithm will stop Trading and Alert. All orders on market are cancelled. 

7. Max % Volume - max % of volume that Algo may participate. Hard cap on 
Client/Trader values. 
Action: Algorithm caps Participation. 
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The details are provided in Appendix IV. 

C.   Potential Risks and Mitigation 

 There are some potential risks that must be monitored during trading hours: 

1. Faulty or malfunctioning algorithm due to lack of algorithm testing, may lead to  
unusual large trades, improper trading market disruption, breach of internal limits 
resulting in reputation damage, financial harm and/or regulatory fines.     
a. Poor quality of algorithm which is not in line with the designed or 

expected behaviour. 
b. Introducing an unauthorized trading algorithm. 
c. System insensitivity and feedback loop for algorithm calculation that may 

create incorrect historical data, resulting in sending incorrect instruction 
to JATS. 

d. System efficiency and speed in assessing, transmitting, normalising and 
computing a mid-point price may influences the ability of a trading to 
generate the best bid/offer and to develop a precise mid-point and affix 
that to a matched trade. 

 
2. Failure of hardware and software. The impact could be the order is not executed 

according to client instructions or it is not executed to exchange. 
3. Human error when entering client’s instruction onto trading system e.g. price and 

time limit, may lead to unexpected result of algorithm trading. 
4. In addition, due to high frequency, there is a risk of client trading limit breach 

intraday. But the risk is very minimal for JPMSI due to DVP settlement. 

To minimize the risk, JPMorgan developed an Algorithm Control Checklist that must be 
completed by E-Trading BCC prior to launching a new strategy that covers:   

1. General questionnaires about the algorithm and the parameters. 
2. List of control specific to the algorithm. 
3. Checklist for monitoring. 
4. Limits management. 
5. Control framework. 
6. Compliance and regulatory requirements. 
7. Software Development Life Sycle/SDLC. 
8. Model determination. 

RM Officer shall monitor the alerts generated by SB on T+1 that covers all trades including 
algorithm and DMA. 

On a quarterly basis, the E-Trading BCC set up a call to discuss any update from each 
member/control function including new strategy being developed or launched, performance   
review of the Algorithm and significant errors or issues updates. 

9.3. Settlement Risk Mitigation 

Step# Details of Action Responsible 
Party 

T+2 

Settlement Team to inform any un-matched settlement instruction of 
international/foreign client  to Regional Operating Centre (ROC) cc 
Sales Trading, RM Officer, and Compliance and to check eligibility of 
stock borrowing to KPEI to manage possible late stock delivery from 
client. 
Sales Trader to advise any updates from client to Settlement Team.  

Settlement 
Team 
Sales Trader 

T+3 

Settlement Team liaises with ROC to get borrowing approval, unless 
Middle Office (MO) contacts Settlement Team directly. Email 
notification/approval should include max tenor allowable for client. Max 
tenor is 5 days or depends on liquidity of the borrowed stock.   

Settlement 
Team 
ROC 
MO 



10 
 

T+3 – stock 
returns 

date    

Settlement Team updates the settlement and borrowing status to all 
contacts in the distribution list 

Settlement 
Team 

Max stock 
returns 
date-1          

Settlement Team to inform all contacts in the distribution list plus MO if 
there is potential delay to return stock borrowing to KPEI, including 
estimation of all costs incurred. MO shall inform clients the potential 
buy-in. 

Settlement 
Team 
MO 

Max stock 
returns 

date 

Sales Trading to obtain approval for the buy in and execute the trade 
on exchange. 

Sales Trader 

T+2 – max 
stock 

returns 
date 

RM Officer performs the monitoring, advise potential risks, ensure 
mitigation process is conducted, and escalate any issue to BOD.   

RM Officer 

 
 

10. Reporting 

        RM Officer prepares two types of report periodically: 

10.1. Updates for Operating Committee Meeting (OCM)  and BOD/BOC Meeting 

The updates consist of Key Risk Indicators (KRI) and any other risk information such as potential 
operational risk found in daily monitoring and/or secondary placement project & new project 
launched by regulator or internal JPM. 

Step# Details of Action Responsible 
Party 

 Monthly basis  

1 
BD1 Request data from all operational functions (Compliance, HRD, 
Settlement, Finance, Technology) using the agreed template  

RM Officer 

2 BD5 Provide data as requested 
All heads of 
operational 
functions 

3 
BD6 Compile the data, assess the risk rating, and escalate major issues, if 
any, to Board of Directors via email or ad-hoc meeting 
Otherwise, save the report in shared folder (H:RM\KRI\Monthly)  

RM Officer 

 Quarterly basis  

4 BD10 Compile latest 3 months of KRI  RM Officer 

5 BD11 Discuss the quarterly KRI with each operational function 
RM Officer 
All heads of 
operational 
functions 

6 BD12 Revise the KRI if needed, and finalize the report RM Officer 
7 BD13 Obtain signoff from each support function RM Officer 

8 BD15 Send the quarterly KRI including other risk information to Business 
Manager (BM) for the material of OCM  

RM Officer 

9 BOD provides signoff on the quarterly KRI in the OCM BOD 
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The KRI consist of nine risk stripes:  
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RM Officer will measure the risks by referring to tables below: 
 

 
 

 
 
Sample of quarterly KRI, data request and email approval are provided in Appendix V. 
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10.2. Semi-annual Risk Profile Report for Integrate d Risk Management and BOD/BOC 
Meeting  

- Semi-annual Risk Profiles Report is a summary of JPMSI risk profiles for the period that 
ended 30 June and 31 December. 

- The report consist of 9 type of risks which include credit risk, market risk, liquidity risk, 
operational risk, legal risk, reputation risk, strategic risk, compliance risk, and intra-group 
risk. 

- RM officer liaise with each risk owner when performing the assessment of   risk ranking for 
each type of risk. 

- The report is sent to RM officer of JPMCB Jakarta branch for further discussion within 
Integrated Risk Management Committee, prior to each due date of reporting to OJK, which 
schedules will be agreed between JPMSI and JPMCB Jakarta branch. 

 

Step# Details of Action Responsible 
Party 

1 
BD6 Prepare semi-annual Risk Profile Report using latest template and 
update the report based on latest 2 quarters of KRI RM Officer 

2 BD7 Discuss the report with each LOB  
RM Officer 
All LOBs’ 
heads 

3 
BD8 Revise the report based on the discussion with each LOB, and 
finalize the report RM Officer 

4 BD9  Obtain signoff from each LOB 
RM Officer 
All LOBs’ 
heads 

5 
BD12 Send the report including all the email signoff to RM officer of main 
entity  RM Officer 

 
Sample of semi-annual Risk Profile Report and email approval are provided in Appendix VI. 

RM officer should also monitor daily trading behaviour and escalate any issue that may expose 
JPMSI to reputational risk or other risks. The issues should be shared to Compliance LOB and 
BOD verbally or by email. 

If there is any audit finding related to risks, this has to be reported to Risk & Control Office, input it 
to Force system manually, including the details of the finding and follow up action. Risk & Control 
Office team will monitor and ensure that follow up action has been completed and the Force report 
can be closed. 

If there is any regulatory change concerning Risk Management, it has to be reported to Force 
system as self-identified issue. Details must be lodged into the system, including impact and follow 
up action. Risk & Control team will monitor and check if the follow up action has been completed 
and the issue can be closed. 
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11. Maker – Checker 
No Process Name  Maker Checker /Approver  

1 Broker trading limit monitoring N/A (the information is provided 
by Member Interface system) 

RM officer  

2 Client trading limit set up Credit team (for Funds is CIB 
Credit Risk, for Hedge Funds & 
Asset Managers and Non Funds 
is CIB Credit Risk Indonesia, for 
JPMSAPL is CIB Credit Risk-
Financial Institution) 

RM officer 

3 Client trading limit monitoring N/A (the information is provided 
by NOVA automatically) 

RM officer  

4 Trade monitoring via Smarts 
Broker system 

Monitoring and Surveillance 
team 

RM Officer   

5 Due diligence of CAAF RM Officer WCOB APAC Equity team 

6 Quarterly Key Risk Indicator 
Report 

RM Officer Each LOB Head 

7 Semi-annual Risk Profile Report  RM Officer Each LOB Head 

 

12. Escalation Matrix 
No Team Name Description  Email  

1 Front Office Team Follow up the escalation sent by 
M& S team  

Direct email 

2 Compliance LOB Follow up escalation of trade 
alerts, money laundering and 
invalid Trading ID 

Direct email 

3 Settlement Team Follow up Broker trading limit 
escalation 

Indonesia.Cash.Equity.Ops@jpmorgan
.com 

4 Finance/LEC Team Follow up Broker trading limit 
escalation 

jkt_fin_equity@jpmchase.com 

5 Monitoring and Surveillance 
(M&S) team 

Trade alerts analysis Asia_Compliance_-
_Monitoring_&_Surveillance@jpmchas
e com 

6 Electronic Client Solutions (ECS) 
team 

Follow up the escalation sent by 
M& S team 

ecs-hk@jpmorgan.com 

7 WCOB APAC Equity team KYC issues wcob.apac.equity.and.prime@jpmorga
n.com 

8 Global Credit Risk Management 
(GCRMO) Overlimits team 

Indonesia Cash Equity Facility gcrm.mumbai.reporting@jpmorgan.co
m 

9 CIB Credit Risk team Trading limit set up for funds  Direct email 

10 CIB Credit Risk Indonesia team Trading limit set up for hedge 
funds & asset managers and 
non-funds  

cib_credit_risk_indonesia@jpmorgan.c
om 

11 CIB Credit Risk-Financial 
Institution team 

Trading limit set up for 
JPMSAPL 

Direct email 

12 CRMO India Deactivation team Pre-Trade Approval crmo.india.deactivation@restricted.cha
se.com 

13 Operating Committee Meeting Provide approval on KRI, Risk 
Profile Report, SOP and other 
strategic updates 

Direct email 
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13. Forms and Templates 

 

Forms  • N/A 

Templates  • Daily KRI 

• Monthly KRI 

• Quarterly KRI 

• Semi-annual Risk Profile Report 

 

14. Systems and Shared Drives used  

No Name of 
Application Description URL Reference Support Team Name 

Support 
Team 
Email 

1 Smarts Broker Market surveillance and 
compliance solutions by 
NASDAQ OMX. 

https://jpmorgan.
smartsbroker.co
m/cmss/login.jsp 

Compliance trade 
surveillance tech team 

SMBC-
ClientServices
@nasdaqomx.c
om 

 

2 Member 

Interface 

A portal that provides an 
integrated and 
comprehensive information 
about risk management 
related to the activities 
carried out by Clearing 
Member and Trading Limit. 

130.202.22.95 

 

Risk Management Team 
of KPEI 

unit.kke@kpei.c
o.id 

 

Phone: 5299 – 
5735 

3 Cosmos Cosmos (aka BNS) is a 
comprehensive order 
management system that 
handles order validation, 
persistence, 
acknowledgements, and 
routing for both touch 
(interactive) and no-touch 
(DMA – Direct Market 
Access). BNS also 
manages post 
execution/surveillance 
functions. 

 Via local Technology 
team 

Direct email 

4 NEO Global The New Equity Order 
System, developed 
originally in Tokyo to 
provide a consistent 
interface between various 
trading systems and 
exchanges. NEO accepts 
orders from trading 
applications and routes 
them to exchanges. 
Execution reports are 

 Via local Technology  Direct email 
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routed back from the 
exchanges to the 
originating application. In 
addition NEO manages 
order state for supporting 
order and execution 
amendments and 
cancellations. It has 
specific support for 
optimized trading of 
baskets and waves. Each 
NEO process runs as a 
redundant pair, generally 
multiple processes running 
on two separate hardware 
configurations. One 
process is the primary, and 
the other is a secondary 
running in hot stand-by 
mode. In the case of a 
failure on the primary the 
secondary process can 
take over. The failover and 
recovery process should 
take only a few seconds. 

5 TROVE The application that 
consolidates and 
normalizes trading data 
across multiple feeder 
systems; providing a single 
repository for various 
consumer inquiry services. 

https://service-
cotv-p-eq-
na.jpmchase.net:
20102/custom-
search/SR3SSIV
JAG 

  

6 SELM The Strategic Exposure 
and Limits Monitoring 
application that provides 
access to a vast range of 
client limit information 
necessary to monitor 
Derivatives and Securities 
counterparty trading line 
usage. SELM is used 
across regions by all 
GCRM Front Office, GCRM 
Middle Office and LOB 
users participating in limits 
monitoring functions. 
SELM’s key functionalities 
are: 1. Facility Mapping 
(batch) 2. Constraints 
Evaluation (batch) 3. User 
Interface, which displays 
Facility Limits, Credit 
Exposure and Availability 
4. Over limits Processing 
(batch) TCP/FM Functions: 
Position linking for TCP 
products Unused 
calculation for TCP 
products CFAS (credit 
facility availability) 
calculation Memo-posting 
used by Asia Trade 
Operations. 

https://citssweb.u
s.jpmchase.net:8
443/selmweb/ho
me.action  

 

Risk Management 
Customer Support 

 

 

 

Risk Technology 
Customer Support 

 

 

 

Risk Entitlements Support 
Team 

Risk_Managem
ent_Customer_
Support@jpmor
gan.com 

 

 

Phone: Toll 
Free 800-757-
1581 or direct 
602-606-4216 

 

 

Risk_Entitleme
nts_Support@jp
morgan.com 

7 ICRD An application that 
provides users with fast 
access to client reference 
data, ratings and exposure 
information. Users are able 
to drill down to view facility 

https://icrd.jpmch
ase.net:8443/icrd
web/links/index.j
sp?fromRoot#{"s
howLinks":"links
Page"} 

Risk Management 
Customer Support 

 

 

Risk_Managem
ent_Customer_
Support@jpmor
gan.com 
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information for a particular 
client or family, to see the 
reference data for the 
facility, facility amounts, 
dates, pricing, finance 
arrangement information, 
eligible borrowers and 
supports. Users are able to 
drill down from the client 
record or from facilities to 
view out standings. 

  

Risk Technology 
Customer Support 

 

 

 

Risk Entitlements Support 
Team 

 

Phone: Toll 
Free 800-757-
1581 or direct 
602-606-4216 

 

 

Risk_Entitleme
nts_Support@jp
morgan.com 

8 Exposure Now An application that 
provides users with fast 
access to client reference 
data, ratings and exposure 
information. Users are able 
to drill down to view facility 
information for a particular 
client or family, to see the 
reference data for the 
facility, facility amounts, 
dates, pricing, finance 
arrangement information, 
eligible borrowers and 
supports. Users are able to 
drill down from the client 
record or from facilities to 
view out standings 

https://janus-
sso.jpmorgan.co
m/sso/action/logi
n?domainName=
jpmchase.net&U
RI=https%3a%2f
%2fcrm.us.jpmch
ase.net%3a8443
%2fenWeb%2f&
msg=+&securityL
evel=0&cs=ToVd
OUXOgIVf%2fRo
zoXsjTKFzW8k%
3d 

 

Risk Management 
Customer Support 

 

 

 

Risk Technology 
Customer Support 

 

 

 

 

Risk Entitlements Support 
Team 

Risk_Managem
ent_Customer_
Support@jpmor
gan.com 

 

 

Phone: Toll 
Free 800-757-
1581 or direct 
602-606-4216 

 

 

 

Risk_Entitleme
nts_Support@jp
morgan.com 

9 IBID A web-based provisioning 
application managing 
identity, entitlements, and 
other user attributes for 
employees and client 
contacts in the Investment 
Bank. 

https://ibid.jpmor
gan.com/RMT 

 

 

IBID Request 
Management Help Guide 

 

15. Data Sourcing 

Source Data 1  • N/A 

User Tool 1  • N/A 

Query Name 1  • N/A 
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16. Process Flow Charts  

16.1. Broker Trading Limit Monitoring 

 

16.2. Client Trading Limit Set up 
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16.3. Client Trading Limit Monitoring 

 

16.4. Trade Monitoring via Smarts Broker 
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16.5. Key Risk Indicator Report 

 

16.6. Semi-annual Risk Profile Report 

 

 

17. Service Level Agreement  

Trade and Communication Surveillance between JPMorgan Chase Bank, N.A. – Hong Kong 
Branch, J.P. Morgan Administrative Services Australia, JPMorgan Chase Bank, N.A. – Singapore 
Branch and PT J.P. Morgan Securities Indonesia 

18. Defined Terms  

 

APAC Asia Pacific JPMSI J.P.Morgan Sekuritas Indonesia, PT 

AML Anti-Money Laundering KPEI Indonesia Clearing and Guarantee 

BCC Business Control Committee LOB Line Of Business 
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BOC Board of Commissioners M&S Monitoring and Surveillance 

BOD Board of Directors MGG Model Group Governance 

DMA Direct Market Access MI Member Interface 

ECS Electronic Client Service MLRO Money Laundering Reporting Officer 

E-Trading Electronic Trading NAWC Net Adjusted Working Capital 

ETT Electronic Trading Technology OCM Operating Committee Meeting 

GCRMO Global Credit Risk Management Operations OJK Financial Services Authority 

MO Middle Office PPATK Indonesian Financial Transaction 
Report and Analysis Centre 

iCRD Integrated Credit Risk Desktop QR Quantitative Research 

IDX Indonesia Stock Exchange SDLC Software Development Life Cycle 

ROC Regional Operating Centre SB SMARTS Broker 

JATS Jakarta Trading System   

19. Training Methods  

Risk Management Officer shall go through the procedures and refer to the policies and other 
documents listed on section 20. 

 

20. Referenced Policies, Relevant Circulars and Other P rocedures 

 

Governing Policies  - OJK Rule No. V.D.3 concerning the Internal Control of a Securities Company 
Conducting Business as Broker-Dealer. 

- Capital Market Law No.8 Year 1995: 

• Article 90 and 93 concerning Fraud. 

• Article 91 and 92 concerning Market Manipulation. 

• Article 95-98 concerning Insider Trading. 

- Law No. 8 Year 2010 concerning The Prevention and Eradication of The Crime of 
Money Laundering. 

- IDX Rule No. II-A Provision No. II.1.13 concerning Securities Trading: the Securities 
Exchange Member is responsible for all transactions conducted at the Exchange. 

- IDX Rule No. III-A Provision No. IV.7 concerning Exchange Membership: exchange 
member that provides DMA is required to establish surveillance system and having a 
dedicated officer to oversee client’s transaction pattern excluded from 
appropriateness. 
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- KPEI Rule No. II-13 concerning Risk Calculation. 

- OJK Rule No. 17/POJK.03/2014 concerning Implementation of Integrated Risk 
Management for Financial Conglomerate. 

- PPATK Rule No. SE-03/1.02/PPATK/05/15 concerning Indicators of Suspicious 
Financial Transactions for Financial Service Providers. 

- Exempt Trading Policy. 

- OJK Rule No. 57/POJK.04/2017 concerning Good Corporate Governance 
Implementation by Securities Companies Conducting Businesses as Underwriter and 
Broker-Dealer 

- Global Legal Entity Risk Framework 

If there is any discrepancy between regulation and internal policies, RM must follow the 
regulations released by local authorities.. 

Relevant Legal Obligation 
ID 

N/A 

Other Procedures  • Emergency Shutdown Standards for Electronic Trading. 

• E-Trading Control Standards. 

• Operational Risk Standards. 

• JPMSAPL – Compliance Surveillance – SMARTS Broker Surveillance 
Procedures Version 1.5 

 

21. Record Retention 

All records must be retained for 5 years for tax purposes and 30 years for legal purposes, at 
minimum. 

22. Access Control and Privacy Protection 

All data is saved in home folder that can only be accessed by RM Officer. Systems access is 
certified regularly by user, line manager, and information owner. 
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23. Appendix I – Member Interface Application  

 

1. Log on to the application 
 

 
 

 
 

2. Trading Limit Dashboard (mask the economic information & user name) 
old 
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new 

 

24. Appendix II – Client Trading Limit Report (mask per sonal email 
address & client name) 

old 
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new 

 

old

 

 

 

 

 

 

 

new 
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25. Appendix III – Smarts Broker (SB) 

 

1. Email notification from Monitoring & Surveillance team (mask personal email address & PI) 

old 

 
new 
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2. Log on to SB  

 

1)  Logon to Smart Broker and input personal login credentials and password. 

old 

 

 

 

 

 

 

 

 

 

 

new 
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2)  Once successfully logged on, the SB starting screen will be displayed. 

old 

 

New 

 

3. Reviewing the SB Alerts Analysis 
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1) Select all>copy selection to clipboard>export the selection to excel format and save it in H:\RM\Alerts 

old 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

new 
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old 

 

new 
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2) Export all attachments to excel format for further review 

old 

 

New 
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3) Review of the alerts assessment 

 

All cases of breach are unique and there is no standard way of assessing an alert, hence professional 

knowledge and judgment to determine the assessment method and assessment result should apply. 

Below is a high-level guideline of assessment for common types of SMARTS alerts.  

Alerts Types of assessments 

Price driven alerts 

E.g. Price drive, 

possible layering 

1) Market trend 

To determine whether an alert indicates potential price manipulation of a 

security, analyst may check whether the price movement of the security is in line 

with the market price movement. Market trend can be accessed through 

Bloomberg, SMARTS or public news agency.  

2) Historical record 

Analyst may also perform a look-back exercise on the trading pattern of the 

client/trader.  If the trader/client is used to trading similar amount of the same 

security at similar period in a day, it is unlikely that the alert indicates an attempt 

to drive the price of the security.  Historical trading record of a trader/client can 

be accessed through SMARTS.  

3) Liquidity 

Analyst should assess the liquidity of the security in question.  For highly-liquid 

security, it is unlikely that the trader/client is able to manipulate market price.  

4) Algo strategy 

Analyst may check the strategy of an algorithmic trading which serves to act 

mechanically in achieving trade aim at close.  The trade strategy could either be 
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passive or aggressive.  Passive trading strategy aims at trading a security 

according to the market movement while passive strategy aims at achieving a 

certain amount trade by a certain time.  The algo strategy applied impacts the 

assessment of whether an alert indicates potential breach of regulations or 

internal policies.  

For Algo issues, analyst should contact the IT team for detail information.  Email 

addresses:  

• Algo IT: ETT Operate Asia; Algo Asia 

• Trade Vault IT: L1 Compliance 

Possible insider 

trading 

1) Publicly available information 

To assess whether an alert indicates insider trading, analyst should assess 

whether there is public available information, including announcements, news or 

rumours that would prompt a trader to make the investment decision in 

question.  

Publicly available information should be searched via Bloomberg or general 

search engines, such as Google.   

Principal trading 

related alerts 

E.g. Front-running, 

precedence 

The principal trading related alerts aim to flag potential cases that traders execute 

orders on a security for its own account while taking advantage of advance 

knowledge of pending orders from its customers. 

1) Line of business 

To assess whether a trader takes advantage of advance knowledge of customer 

order, the analyst should assess whether the principal trade in question and the 

corresponding customer order are ordered by trading desks of the same line of 

business.   

Traders are unlikely to have visibility of customer orders in another line of 

business and the possibility of traders being able to take advantage of advance 

knowledge of customer order for executing principal trades for their own 

account is very low.  

The names of traders responsible for the principal trade and the corresponding 

client trades can be identified through SMARTS.  The Line of business that the 

traders belong to can be identified through JP Morgan’s directory.  

2) Order entry time 

Analyst should pay attention to the order entry time of both the principal trades 

and the corresponding client orders.   

Traders can only take advantage of knowledge of customer orders for benefiting 

relevant principal trades if the principal trades are executed before the customer 

trades.  

The analyst should be aware that all front running activities should involve a 

behaviour profit for the trader. 

Alerts related to 

open/close market 

price or trading 

volumes 

E.g. Market 

dominance at 

open/close 

1) Historical record 

For assessing alerts related to open/close trading price or volume, analyst should 

look at historical trading records of the security. 

If the opening/closing trading price or volume of the security has been consistent 

over a certain period of time, it is unlikely that the opening/closing trading price 

or volume is intentionally manipulated.  
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Crossing / wash trade The crossing / wash trade alert aims to flag potential cases that traders execute 

both a buy and a sell for the same security from one JP Morgan account to another.  

1) Ultimate beneficial account 

This alert filters all the trades with JP Morgan as both the buyer and seller.  To 

determine whether there is a potential wash trade, analyst should check the 

ultimate beneficial owner of the trade. 

Trader that either the buy side or the sell side executes the trade on behalf of a 

customer should not be considered as a wash trade. 

To understand the ultimate beneficial owner of a trade, analyst should either 

check the information with the Middle Office.   

 

4. SB Views     

 

To review the alerts, the following SB analysis views are helpful: 

 

1. Spread View 

The spread view (clicking the top left tab) enables detailed visual analysis and is helpful for analyst to gain 

an overall picture of trading activity quickly.  

 

         

 The spread view section can be broken into 3 parts: 

A. The chart 

a. The X axis shows the trading time in a day and the Y axis shows the trading prices. 

b. The green section in the chart shows the bid and the red shows the offer of a security.  

c. The circle in the chart is shows trades executed “on market” and the squares are executed “off 

market”.  

B. The counterparty filter 

a. The “counterparty filter” allows user to analyse trades by different entity levels in the chart. 

b. Entity levels in SB are broken down into 

• Broker – Shows all trades executed by JP Morgan (idx) in the chart. 
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• Account type – Adds granularity by categorizing JP Morgan (idx) trades into Client © and 

Proprietary (H) in the chart. 

• Account – Adds granularity by displaying selected trades by unique client and proprietary 

account numbers in the chart. 

• Trader – Provides details on trades by the trader that executed the trade including trader SID 

in the chart. 

old 

 

new 

 

C. The legend filter 

a. The “legend filter” allows user to analyse trades based on the trades specific characteristics in 

the chart. 

b. Users are able to see if the trade is initiated by buyer or seller. 

c. Market crossing can be isolated in the chart. 

d. “On-market” and “Off-market” trades can be separately reviewed. 

e. News alert can be turned on or off. 

 

Relevant account 
highlighted  
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2. Trade / Order History view 

 

This view is accessed by selecting the third tab in SB 

old 

 

New 

 

Characteristics of this view:  

A. All JPM order and trade data is shown in this view 

B. Clicking on a trade in the spread view will highlight the trade in the trade/order history pane 

C. Trades are arranged chronologically by default.  To sort / order by volume, price or another field simply 

click the column heading 

 

3. Depth Replay view 

This view is accessed by selecting the forth tab in SB 
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old 

new 

 

 

Characteristics of the view:  

1) The Depth Replay view shows the details of trades at different point of time during the trading period. 

2) Clicking through different entries of trading time on the left hand side of the view allow user to view a list 

of trades executed at that particular point of time. 

3) Market events associated with the selected time is also shown in the view. 

    

 

5. Full List of Alerts 
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26. Appendix IV – Indonesia Equities Benchmark Algo Con trols 

 

 

Indonesia 

   

Control Upper Limit Trading Phases Action 

Max Spread 16 * historical Continuous Algo limits price, but continues to trade. Alert 

fired. 

Max from Last 5% Continuous Algo limits price, but continues to trade. Alert 

fired. 

Max from Last 7% Close Auction Algo limits price, but continues to trade. Alert 

fired. 

Max from Open 19% Continuous 

Close Auction 

Algo limits price, but continues to trade. Alert 

fired. 

Max from Prev. Close 20% Pre-Open Algo limits price, but continues to trade. Alert 

fired. 

Max Child Order Size (lots) 50000 All Algo restricts size to limit 

Max Child Order Frequency 120 operations / 60 

secs 

600 operations / 300 

secs 

All Algo will stop Trading and Alert. All orders on Mkt 

cancelled. 

    

Max % Volume    

Strategy Default Limit Upper Limit (trader 

override) 

Action 

SNIPER / STEALTH / SDMA / 

STAMPEDE overlay / 

ICEBERG / PEG 

100% 100% Algo caps Participation 

TWAP / VWAP / DYNAMIC / 

POV / ARID / IS / AQUA 

33% 50% Algo caps Participation 

AQUA_GLOBAL 50% 50% Algo caps Participation 

MOC 33% 33% Algo caps Participation 

CLOSE 33% 40% Algo caps Participation 
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27. Appendix V – Quarterly KRI Report, Email Request an d 
Approval 

old 
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new 
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old 

 

new 
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28. Appendix VI – Semi-annual Risk Profile Report and E mail 
Approval 
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new 

 


